DEPARTMENT OF THE AIR FORCE
HEADQUARTERS UNITED STATES AIR FORCE
WASHINGTON, DC

MEMORANDUM FOR AFMSA/SG6I
utC 1 2 2614

FROM: AFMSA/CC
1500 Wilson Blvd, Ste 1600
Arlington, VA 22209-2458

SUBJECT: Authorization to Operate (ATO) for the Callegra.Unified Communication (UC)
Server with Software Release (Rel.) 6.14-Joint Interoperability Test Command
(JITC) Service Pack 1 Release Update 3 (SP1RU3)

1. Asthe Air Force Medical Service (AFMS) system Designated Accrediting Authority (DAA),
I hereby grant an ATO for the Callegra.UC Server with Software Release 6.14 JITC SP1RU3.
The AFMS Certifying Authority has provided a preliminary risk assessment based on the
information available and finds the risk to be acceptable.

2. DISA Network Services (NS231) memo of 06 Oct 2011 granted DoD Unified Capabilities
(UC) Approved Products List (APL) Customer Premise Equipment (CPE) Automated Receiving
Device (ARD) approval for Callegra.UC Server Rel. 6.14-JITC SP1RU3. The DISA memo
identifies the Callegra.UC system expiration date as 11 Aug 2013.

3. My decision to grant this ATO is based on the certification determination of the AFMS
Certifying Authority and supported by the analysis of the DIACAP artifacts and supporting
documentation. Appropriate safety measures have been taken to ensure that potential system risk
is minimal.

4. This accreditation authorization is valid until 27 Nov 2014. Reaccreditation will be required
sooner if there is any change affecting the security posture, architecture or configuration of the
system. Operations outside the boundaries of the references specified above will invalidate this
approval and may be cause to revoke or rescind this authorization.

5. Itis the responsibility of the senior official in charge of the system at each implementation
location to ensure any change in configuration, mode of operation, or other modification is
analyzed to determine system security impact(s). Furthermore, the senior official in charge must
ensure that any change is appropriately addressed through the Callegra.UC Server Rel. 6.14-
JITC SP1RU3 configuration management process and is properly acted upon to maintain a level
of security consistent with the requirements established in the DIACAP Comprehensive Package.
The AFMS Information Assurance Division and Callegra.UC Server Rel. 6.14-JITC SP1RU3
Air Force Information Assurance Manager will retain a copy of this ATO letter as a permanent
record along with any related support documentation.
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6. This decision is for this version only as implemented in the aforesaid documentation. My
point of contact for Callegra.UC Server Rel. 6.14-JITC SP1RU3 is MSgt William Bussie,
Superintendent, Information Assurance Division, 703-681-6032 (DSN 761-6032) or e-mail:

william.bussie@pentagon.af.mil.

OLL
Brigadier General, USAF, BSC
Commander
Air Force Medical Support Agency
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